Application No.: 10/511,135 

Amendments to the Claims 

This listing of claims will replace all prior versions, and listings, of claims in the 
application. 
Listing of Claims; 

1. (Cancelled) 

2. (Currentiy amended) The d e vice of claim 1, A device for performing bidirectional 
control in digital bidirectional communication, comprising: 

an interface block for converting a format of input downstream data to generate downward 

data: 

a CPU which receives tiie downward data and realizes a MAC (Media Access Control^ 
function: and 

a TEK process block for receiving TEK (Traffic Encryption Key) process data obtained 
from the downward data, analyzing a data stricture of tiie TEK process data, and performing 
decryption processing based on a result of the analysis. 

wherein the TEK process block includes: 

a structure analysis block for analyzmg an MPEG structure included in the received 
TEK process data and a MAC (Media Access Control) structure buried in the MPEG structure to 
perform error detection using HCS data and error detection using MAC header information except 
for HCS data and output MAC state information data tiiat represents a state and meaning of MAC 
data having the MAC structure; 

a decryption block for identifying encrypted part of the TEK process data by 
referring to the MAC state information data, decrypting the encrypted part using TEK data for 
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cryptanalysis, and integrating a result of the decryption with unencrypted part of the TEK process 
data. 

3. (Currently amended) Th e d e vic e of claim 2, A device for performing bidirectional 
control in digital bidirectional commimication. comprising: 

an interface block for converting a format of input downstream data to generate downward 

data: 

a CPU which receives the downward data and realizes a MAC (Media Access ControD 
function; and 

a TEK process block for receiving TEK (Traffic Encrvption Kev) process data obtained 
from the downward data, analvzmg a data structure of the TEK process data, and performmg 
decryption processing based on a result of the analysis. 

wherein the TEK process block includes: 

a structure analysis block for analyzing an MPEG structure included in the received 
TEK process data and a MAC (Media Access Control structure buried m the MPEG structure to 
output MAC state information data that represents a state and meaning of MAC data having the 
MAC structure; 

a decryption block for identifying encrypted part of the TEK process data by 
referring to the MAC state information data, decrypting the encrypted part using TEK data for 
crvptanalvsis. and integrating a result of the decryption with unencrypted part of the TEK process 
data. 

wherein the structure analysis block includes: 
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an MPEG header analysis block for analyzing an MPEG header of the MPEG 
structure included in the TEK process data to output a MAC data position signal which indicates a 
position of the MAC data and a MAC data head position signal which indicates a position of a 
leading byte of a MAC frame; 

a MAC header analysis block for receiving the MAC data position signal and the 
MAC data head position signal and determining a state information for fields included in a MAC 
header of the MAC structure except for an extension header and a MACMM (MAC Management 
Message) header, wherein the MAC header analysis block outputs extension header position 
information data which indicates a position of the extension header when the TEK process data 
includes the extension header, and tiie MAC header analysis block outputs MACMM header 
position information data which indicates a position of the MACMM header when the TEK process 
data includes the MACMM header; 

an extension header analysis block for receiving the extension header position 
information data and checking fields of the extension header to output extension header state 
information data which represents state information of the extension header; and 

a MACMM header analysis block for receiving the MACMM header position 
information data and checking fields of the MACMM header to output MACMM header state 
information data which represents state information of the MACMM header, 

wherein the MAC header analysis block receives the extension header state information data 
and the MACMM header state information data and generates the MAC state information data 
based on state information of the fields included in the MAC header except for the extension header 
and MACMM header, the state mformation of the extension header which is represented by the 
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extension header state information data, and the state information of the MACMM header which is 
represented by the MACMM header state information data. 

4. (Original) The device of claim 3, wherein the MPEG header analysis block checks a 
field of an MPEG header to detect a position of the MAC data and a position of a leading byte of the 
MAC frame and output the MAC data position signal and the MAC data head position signal, 

5. (Original) The device of claim 3, wherein the MAC header analysis block performs a 
HCS check to detect an error in the MAC header. 

6. (Original) The device of claim 3, wherein: 

the MAC header analysis block performs a check on a field which indicates a MAC data 
length in the MAC header; and 

the check is realized by referring to tiie MAC data head position signal to count a data 
length of the MAC flame and determine whether or not the MAC flame length is equal to the sum 
of the value of the field and a predetermined data length. 

7. (Original) The device of claim 3, wherein: 

the MAC header analysis block performs a MAC flame length check and an ejdension 
header length check in addition to the HCS check, thereby detecting an error in the MAC header; 
and 

if check results of the MAC frame length check and the extension header lengfli check are 
no error, the MAC header analysis block invalidates a check result of the HCS check. 
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8. (Original) The device of claim 3, wherein: 

the extension header analysis block refers to the extension header position information data 
to check a field of the extension header and determine the data length and type of the extension 

header; and 

if the value of the field of the extension header is invalid, the extension header analysis 
block determines that there is an error in the extension header and outputs the determination result 
as the extension header state information data. 

9. (Original) The device of claim 3, wherein: 

the MACMM header analysis block refers to the MACMM header position information data 
to check a field of tiie MACMM header and determine tiie data length and type of the MACMM 

header; and 

if the value of the field of the MACMM header is invalid, tiie MACMM header analysis 
block determines that there is an error in the MACMM header and outputs the determination result 
as the MACMM header state information data. 

10. (Original) The device of claim 2, wherein tiie decryption block performs the steps of: 
referring to the MAC state information data to identify encrypted part and unencrypted part 

of the TEK process data; 

extiracting fi-om the TEK process data TEK collation data for selecting TEK data; 

referring to the exti-acted TEK collation data to select TEK data used for decryption fi-om a 
plurality of items of pre-stored TEK data; 
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converting the encrypted part so as to have a bit width equal to a unit of decryption 
processing and decrypting the converted encrypted part using the selected TEK data; and 
integrating the decrypted data and the unencrypted part. 

11. (Cancelled) 

1 2. (Currently amended) The mothod of claim 1 1 , A method for performing 
bidirectional control in digital bidirectional communication, comprising: 

the step of converting a format of downstream data to generate downward data: 
the step of receiving the downward data to realize a MAC (Media Access Control) function 
bv a CPU: and 

a TEK process step of receivmg TEK (Traffic Encryption Kev) t?rocess data obtained from 
the downward data at a TEK process block to analyze a data structure of the TEK process data and 
performs decryption processing based on a result of the analysis, 
wherein the TEK process step includes: 

a structure analysis step of analyzing an MPEG structure included in the TEK 
process data and a MAC (Media Access Control) structure buried in the MPEG structure to perform 
error detection using HCS data and error detection ming MAC header information except for HCS 
data and g enerate MAC state information data which represents a state and meaning of MAC data 
havuig the MAC structure; and 

a decryption step of referring to the MAC state information data to identify 
encrypted part of tiie TEK process data, decrypting the encrypted part using TEK data for 
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cryptanalysis, and integrating a result of the decryption with unencrypted part of the TEK process 
data. 

13, (Currently amended) The method of claim 12, A method for performing 

bidirectional control in digital bidirectional communication, comprising: 

the step of converting a format of downstream data to generate downward data: 

the step of receiving the downward data to realize a MAC (Media Access Control') function 

bv a CPU: and 

a TEK process step of receiving TEK (TrafiSc Encryption Key) process data obtained from 
the downward data at a TEK process block to analyze a data structure of the TEK process data and 
performs decryption processing based on a result of the analysis. 

wherem the TEK process step includes: 

a structure analysis step of analyzing an MPEG structure included in the TEK process data 
and a MAC (Media Access Control structure buried in the MPEG structure to generate MAC state 
information data which represents a state and meaning of MAC data having the MAC structure: and 

a decryption step of referring to the MAC state information data to identify encrypted part of 
the TEK process data, decrypting the encrypted part using TEK data for cryptanalysis. and 
integrating a result of the decryption with imencrypted part of the TEK process data, 

wherein the structure analysis step includes: 

an MPEG header analysis step of analyzing an MPEG header of the MPEG structure 
of tiie TEK process data to generate a MAC data position signal which indicates a position of the 
MAC data and a MAC data head position signal which indicates a position of a leading byte of a 
MAC frame; 
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a MAC header analysis step of detemiiiiing a state infonnation for fields included in 
a MAC header of the MAC structure except for an extension header and a MACMM (MAC 
Management Message) header using the MAC data position signal and the MAC data head position 
signal, wherein extension header position infonnation data which indicates a position of the 
extension header is generated when the TEK process data includes the extension header, and 
MACMM header position information data which indicates a position of the MACMM header is 
generated when the TEK process data includes the MACMM header; 

an extension header analysis step of receiving the extension header position 
information data and checking fields of the extension header to output extension header state 
information data which represents state information of the extension header; and 

a MACMM header analysis step of receiving the MACMM header position 
information data and checking fields of the MACMM header to output MACMM header state 
information data which represents state information of the MACMM header, 

wherein the MAC state infonnation data is generated based on state information of the fields 
included in the MAC header except for the extension header and the MACMM header, which has 
been determined at the MAC header analysis step, the state information of the extension header 
which is represented by the extension header state information data, and the state infonnation of the 
MACMM header which is represented by tiie MACMM header state information data. 
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